Special Characters 
| (pipe), 491 


A 


access, inability to access 
network, 640-641 


access servers, 13 
accounts, 369 
acknowledgement (ACK), 44 


ACM (Association for 
Computing Machinery), 22 


Active Directory, 390—400 
domains, 392—394 
naming conventions, 397—400 
organizational units, 394—395 
schemas, 390-391 
trees and forests, 395 
trust relationships, 396-397 
workgroups, 392 
active topologies, 182 
addresses, 10—11 
anycast, 550-551 


Data Link Layer of OSI 
Model, 51 

dynamic, 521 

extended network prefixes, 
525-526 

IP. See IP addresses 

IPX, 85, 86 

loopback, 76 

MAC, 85 


management, 15 


Naex 


multicast, 550 

network layer, 51 

static, 78, 521 

unicast, 550 
addressing, 10—11 

AppleTalk, 90 

IPX/SPX, 85-86 

NetBIOS, 87-88 

TCP/IP. See TCP/IP addressing 

through layers of OSI Model, 51 
Address Resolution Protocol 

(ARP), 74 

troubleshooting TCP/IP, 558 
address resource records, 540—541 


administrative tools, adding to 
MMC interface, 389-390 


Administrator account, 
Windows 2000 Server, 411 


ADSL (Asymmetric DSL), 
323, 324 
Advanced TCP/IP dialog box, 548 
AFP (AppleTalk Filing 
Protocol), 89 
AHs (authentication headers), 787 
AIX, 482 
aliases, 536 
alien crosstalk, 134 
AM (amplitude modulation), 114 


American National Standards 
Institute (ANSI), 36, 37 


amplifiers, 122 
amplitude modulation (AM), 114 
amplitude of analog signals, 109 
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analog signals, 108, 109-111 
ANSI (American National 

Standards Institute), 36, 37 
anti-static vacuums, 895 
antivirus policies, 711-712 
antivirus software, 708-710 
anycast addresses, 550-551 
Apache, 490 


APIs (application program 
interfaces), 45 

AppleShare, 89 

AppleTalk, 88—90 
addressing, 90 
network numbers, 90 
node IDs, 90 
OSI Model compared, 89—90 
zones, 89 

AppleTalk Filing Protocol 
(AFP), 89 

AppleTalk Filing Session 
(ASP), 89 

AppleTalk Transaction Session 
(ATP), 90 

application(s) 
sharing, 373-375 
upgrades of, 674-675 

Application layer 
OSI Model, 45, 360 
TCP/IP, 70 


Application layer protocols, 
TCP/IP, 74-75 


application program interfaces 
(APIs), 45 


application switches, 280 


ARP. See Address Resolution 
Protocol (ARP) 


ARP tables, 568 
ascii command, FTP, 571 


ASP (AppleTalk Filing 
Session), 89 


ASs (authentication services), 
784-785 


asset management, 15, 669—670 


Association for Computing 
Machinery (ACM), 22 


asymmetrical technology, 323 


Asymmetric DSL (ADSL), 
323, 324 


asymmetric multiprocessing, 380 


Asynchronous Transfer Mode 
(ATM), 217-218 


asynchronous transmission, 338 


ATM (Asynchronous Transfer 
Mode), 217-218 


ATP (AppleTalk Transaction 
Session), 90 


AT&T, 481 

attenuation, 122 

attributes, 369 
Active Directory schemas, 391 
extended, 373 

audits, security, 15, 758-759 


AUI(s) (Attachment Unit 
Interfaces), 129—130 


AUI connectors, 878 
authentication, 365 
authentication headers (AHs), 787 


authentication services (ASs), 


784-785 
authenticators, 785 
autosense, 209 
availability 

backups. See backup(s) 


definition, 702 
disaster recovery, 739 
fault tolerance. See fault tolerance 


guidelines for protecting 
network, 702-704 


needs assessment, 826—827 


viruses. See viruses 


B 
backbone, 128 

upgrades, 684—685 
backbone networks, 187—191 
backbone wiring, cable plants, 148 
backing up, 15 
backleveling, 679 
backup(s), 733-739 

online, 736 

strategy, 737—739 

tape, 734-736 
backup rotation schemes, 737 
bandwidth, 119 
bandwidth overhead, 284 
baseband, 120 
base I/O port, 260 
baselines, 630 
baselining, 666—669 


network implementation, 


822-823 


Basic input/output system 
(BIOS), 259 


Basic Rate Interface (BRI), 
315, 316 


B channels, 315 
BD-15 connectors, 130 
bend radius, 154 


Berkeley Software Distribution 
(BSD), 481 


best path, 283 
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BGP (Border Gateway 
Protocol), 285 


binary command, FTP, 572 
binary systems, 111 
binding, 90-91 
bio-recognition access, 771 


BIOS (basic input/output 
system), 259 


bits, 111 
blackouts, 715 
block(s), 447—448 
Block ID, 51 


block suballocation, NetWare, 
447-448 


BNC connectors, 878 
barrel, 131, 132 
‘T-connectors, 131, 132 

bonding, 316 


BOOTP (Bootstrap Protocol), 
541-542, 544 


boot sector viruses, 705—706 


Bootstrap Protocol (BOOTP), 
541-542, 544 


Border Gateway Protocol (BGP), 
285 


braiding, 126—127 
branch objects, 370, 450—451 


BRI (Basic Rate Interface), 
315, 316 


bridge(s), 273-275 
‘Tcarriers, 321 

bridge routers, 285 

bridging 
source-route, 275 
translational, 275 
transparent, 274—275 


broadband technologies, 
317-322. See also cable 
modems; Digital Subscriber 
Line (DSL); T-carriers 
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definition, 120 
transmission, 120 
broadcast domain, 278 
broadcast transmission, 118 
brouters, 285 
brownouts, 715 
browsers, 569 
BSD (Berkeley Software 
Distribution), 481 
bugs, 673 
bus(es), 178 
bus topologies, 178-181 
bytes, 111 


C 


cable 
cabling upgrades, 683 
coaxial. See coaxial cable 
crossover, 153 


design and management, 


146—151 
fiber-optic. See fiber-optic cable 
installing, 151—154 
straight-through, 153 
twisted-pair. See twisted-pair 
(TP) cable 
cable checkers, 626—628 
cable drops, 326—328 
cable modems, 326—328 
cable plants, 146—151 
cable preparation tools, 891 
cable testers, 628—630, 893 
cable ties, 893 
caching, 444 
Caldera International, Inc., 481 
call tracking systems, 622 
capacity, data transmission, 119 
career centers, 21 


career fairs, 21 


Carrier Sense Multiple 
Access/Collision Avoidance 
(CSMA/CA), 210 

Carrier Sense Multiple 
Access/Collision Detection 
(CSMA/CD), 199-201 

CAUs (Controlled Access 
Units), 213 

CCNE (Cisco Certified 
Internetworking Engineer), 19 

cd command, FTP, 572 

CD-ROM File System 
(CDFS), 386 

certification of networking 
professionals, 18—19 

Certified NetWare Engineer 
(CNE), 19 

change(s). See hardware and 
physical plant changes; software 
changes; tracking changes and 
upgrades 

change management, 670 

change management systems, 646 

channels, transmission, 115 

Channel Service Unit/Data 
Service Unit (CSU/DSV), 
320-321 

child domains, 395 

Chinese Information and 
Networking Association, 22 

cipher text, 781 

CIR (committed information 
rate), 314 

circuit switching, 198 
POP, 312 

Cisco Certified Internetworking 
Engineer (CCNE), 19 

cladding, 141-142 

classes, Active Directory 
schemas, 391 


client(s), 8 

thin, 366 

upgrades, 673-674 
client_hello messages, 787 
client/server architecture, 4 


client/server communication, 
network operating systems, 


364-367 
client/server networks, 4 


Client Services for NetWare 
(CSNW), 416 


clustering, 381, 726-727 


CMOS (complementary metal 
oxide semiconductor), 258—259 

CNE (Certified NetWare 
Engineer), 19 

coaxial cable, 126-133 


Thicknet (thickwire Ethernet), 
128-131 


Thinnet (thin Ethernet), 
131-133 


collapsed backbones, 189—190 
collision(s), 200 

late, 632 

local, 631 
collision domains, 201 
command(s) 

FTP, 571-572 

Linux, 491—495 


troubleshooting TCP/IP, 
564-565 


command interpreters, 491 
committed information rate 
(CIR), 314 
communication(s) 
between two systems, 46—48 
client/server, 364—367 
project management, 815 


communications servers, 12—13 


complementary metal oxide 
semiconductor (CMOS), 
258-259 


complex networks, 5—7 


Computing Technology Industry 
Association (CompTIA), 18 


configuring 

DNS, 538-540 

Linux, 500—503 

Windows 2000 Server, 410-415 
connectionless protocols, 72 
connection-oriented protocols, 72 
connectivity 

fault tolerance, 722—724 


remote. See remote connectivity; 
wide area networks (WANs) 


connectors, 125 
Thicknet (thickwire), 129—130 
Thinnet, 131-132 
visual guide, 877-878 
container(s), 369 
container objects, 449—451 
context, NDS trees, 451 
contingency planning in project 
management, 817-818 


Controlled Access Units 
(CAUs), 213 


convergence time, 284 


copying data to multiple domain 
controllers, 394 


core gateways, 530 
costs of media, 124 
crackers, 758 


CRC (Cyclic Redundancy 
Check), 49 


Create User dialog box, 461 
crimping tools, 892 
crossover cables, 153, 624 
crosstalk, 133-134 


CRP (Cyclical Redundancy 
Point), 207 


CSMA/CA (Carrier Sense 
Multiple Access/Collision 
Avoidance), 199-201, 210 


CSNW (Client Services for 
NetWare), 416 


CSU/DSU (Channel Service 
Unit/Data Service Unit), 
320-321 


customer relations, 17—18 


custom installation of 
NetWare, 455 


cut-through mode, 277—278 


Cyclical Redundancy Point 
(CRP), 207 


Cyclic Redundancy Check 
(CRC), 49 


D 
daisy chains, 185—186 
databases, filtering, 273 


data encryption standard 
(DES), 782 


Datagram Delivery Protocol 
(DDP), 90 

Data Link Layer of OSI Model, 
41-42, 51 

data modulation, 113-114 

data packets, 10 

data propagation delays, 201 

data transmission. See transmission 

DB-9 connectors, 213, 878 

D channels, 315 


DDP (Datagram Delivery 
Protocol), 90 


dedicated circuits, 193 
dedicated lines, 308 
default gateway, 529-530 
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delete command, FTP, 572 
demand priority, 201—202 
demultiplexers (demuxs), 116 
denial-of-service attacks, 765 


dependability of networking 
professionals, 18 


dependencies in project plans, 
811-812 


DES (data encryption 
standard), 782 


device drivers, 253—254 
Device ID, 51 


DHCP. See Dynamic Host 
Configuration Protocol (DHCP) 


dial-up connections, 310-311 
dial-up networking, 335-338, 
777-179 
differential backups, 737 
digital certificates, 784 
digital signal(s), 108, 111-113 
Digital signal, level 0 (DSO), 318 
Digital Subscriber Line (DSL), 
322-326 
connectivity, 324-326 
types, 323-324 
DIP switches, 252-253 
direct infrared transmission, 155 
directories 
Linux, 489 
network operating systems, 
369-380 
Directory Services Migration 
Tool (DSMIGRATE), 417 
disaster recovery, 739 
disk(s). See hard disks; 
Redundant Array of 
Independent Disks (RAID) 


disk mirroring, 728 
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disk striping, 727-728 
with distributed parity, 730 
with parity ECC, 729-730 
distinguished name (DN), 398 
distributed backbones, 188—189 
DIX connectors, 130 
DN (distinguished name), 398 
DNS. See Domain Name System 
(DNS) 
documenting 


changes and upgrades. See 
tracking changes and upgrades 


problems and solutions, 622—623 
domain(s) 
Active Directory, 392-394 
child, 395 
root, 395 
domain accounts, Windows 2000 
Server, 411-412 
domain controllers, 393 
domain local groups, 413 
domain names, 79-80, 534-535 


Domain Name System (DNS), 
536-541 
configuring, 538-540 
name space, 540-541 
domain trees, 395 
doskey command, 491 
dotted decimal notation, 522 
downstream data transmission, 323 
drop cables, 129 
DSO (digital signal, level 0), 318 
DSL. See Digital Subscriber 
Line (DSL) 
DSL access multiplexer 
(DSLAM), 326 
DSL modems, 324, 325 


DSMIGRATE (Directory 
Services Migration Tool), 417 


duplex transmission, 115 
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dynamic addresses, 521 
dynamic ARP table entries, 568 


Dynamic Host Configuration 
Protocol (DHCP), 78, 542—547 


leasing process, 543-545 

reasons to implement, 542-543 

terminating leases, 545—547 
dynamic routing, 282 


E 


echo replies, 569 
echo requests, 569 
e-commerce, TCP/IP, 574—575 


EIA (Electronic Industries 
Alliance), 37, 134 


EIGRP (Enhanced Interior 
Gateway Routing Protocol), 284 


EISA (Extended Industry 
Standard Architecture), 242 


electrical power, fault tolerance, 
714-718 


electromagnetic interference 
(EMI), 121 

Electronic Industries Alliance 
(EIA), 37, 134 

e-mail, TCP/IP, 570 

e-mail gateway, 286 

EMI (electromagnetic 
interference), 121 


encapsulation security payloads 
(ESPs), 787 


encryption, 780—788 
IPSec, 787—788 
Kerberos, 784-785 
keys, 781-782 
PGP, 786 
private key, 782 
public key, 782-784 
SSL, 786-787 
symmetric, 782, 783 


viruses, 708 


Enhanced Interior Gateway 
Routing Protocol (EIGRP), 284 
enterprise-wide topologies, 138, 
187-192 
backbone networks, 187—191 
mesh networks, 191—192 


entrance facilities in cable 
plants, 147 

equipment, swapping for 
troubleshooting, 643—644 


equipment rooms in cable 


plants, 148 
ESPs (encapsulation security 
payloads), 787 
Ethernet, 48, 199-201 
CSMA/CD, 199-201 
demand priority, 201—202 
design considerations, 209 
Fast, 139-140 
frames, 49 
frame types, 204—209 
Gigabit, 203—204 
switched, 203 
thickwire (Thicknet), 128—131 
thin (Thinnet), 131—133 
Ethernet 802.3 frame, 207 
Ethernet II frame, 207—208 


evaluation in project management, 


818-820 
expansion boards, 241 
expansion slots, 241 
explicit one-way trusts, 397 
extended attributes, 373 


Extended Industry Standard 
Architecture (EISA), 242 


extended network prefixes, 
525-526 


external network number, 85 


extractors, 894 


F 

fail-overs, 713 
failure(s), 713 

failure alert, 15 

Fast Ethernet, 139-140 


FAT (file allocation table), 
371-372 


FAT 16, 371-372 

FAT 32, 372 

faults, 713 

fault tolerance, 713-733 
connectivity, 722—724 
environment, 714 
power, 714-718 
servers, 724—727 
storage, 727-733 
topology, 719-722 


FCC (Federal Communications 
Commission), 311 


FCS. See Frame Check Sequence 
(FCS); Frame Check Sequence 
(FCS) field 


FDDI (Fiber Distributed Data 
Interface), 216—217 


feasibility studies, 821 


Federal Communications 
Commission (FCC), 311 


Fiber Distributed Data Interface 
(FDDI), 216-217 


fiber-optic cable, 141—145 
10BaseF standard, 145 
10BaseFX standard, 145 

fiber-optic modems (FOMs), 117 

Fibre Channel, 732 


file access permissions, Linux, 


502-503 


file allocation table (FAT), 
371-372 


file compression, NetWare, 447 


file-infected viruses, 706 


file information nodes, 494 
file servers, 12 
file services, 12 
Linux, 490 
file structure, Linux, 489 
file systems, 371—373 
NetWare, 446—447 
Windows 2000 Server, 386-387 
File Transfer Protocol (FTP), 75 
TCP/IP, 570-573 
filtering databases, 273 
firewalls, 76-77, 758, 772-776 
firmware settings, 260—261 
flashing, 764 
flashlights, 890 
flavors of software, 483 
flow control, 43 


FM (frequency modulation), 
113-114 


FOMs (fiber-optic modems), 117 
forests, Active Directory, 395 
Format Prefix, 551 

form(s) for networking, 879-886 
forwarding tables, 273 

fox and hound, 624—625 


FQDN, (fully qualified domain 
names), 80 


frame(s) 

Ethernet, 204—209 

OSI Model, 41 

specifications, 48—50 

Token Ring networks, 214-215 
Frame Check Sequence (FCS), 46 


Frame Check Sequence (FCS) 
field, 207 


frame relay, 313-315 
FreeBSD, 483 
freely distributable software, 483 


frequency modulation (FM), 
113-114 
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frequency of analog signals, 110 


FTP. See File Transfer 
Protocol (FTP) 
full backups, 737 
full-duplex transmission, 115, 116 
fully qualified domain names 
(FQDNs), 80 
funding of projects, 814-815 


G 

gateways, 13, 285-286, 529-530 
core, 530 
default, 529—530 


Gateway Services for NetWare 
(GSNW), 416 


General Public License, 483 
generators, 718 

get command, FTP, 572 
ghosts, 632 

giants, 632 

Gigabit Ethernet, 203—204 
G.Lite, 323, 324 

global groups, 413 


globally unique identifier 
(GUID), 400 
globbing, 491 
GNU, 483 
gopher utility, 574 
grandfather-father-son scheme, 
738 
graphical user interfaces 
(GUIs), 381 
groups 
adding to Linux systems, 501 
establishing for Windows 2000 
Server, 413—414 
network operating systems, 
367-368 
GSNW (Gateway Services for 
NetWare), 416 
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Guest account, Windows 2000 
Server, 411 


GUID (globally unique 
identifier), 400 


GUIs (graphical user 
interfaces), 381 


H 
hackers, 758 
half-duplex transmission, 115, 116 
handshake protocol, 786—787 
hard disks 
blocks, 447—448 
redundancy, 713 
hardware, 239—289 
bridges, 273-275 
changes. See hardware and 
physical plant changes 
gateways, 285—286 
hubs. See hubs 


NetWare requirements, 


441-442 

network adapters. See installing 
network adapters; network 
adapters 

repeaters, 263 

routers. See routers 

security risks associated with, 
761-762, 772-779 

switches. See switch(es) 


troubleshooting network 
problems, 624—630 


UNIX requirements, 486 


Windows 2000 Server 
requirements, 383-384 


hardware and physical plant 
changes, 680—685 
adding or upgrading equipment, 
680-683 
backbone upgrades, 684—685 
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cabling upgrades, 683 
reversing hardware changes, 685 


Hardware Compatibility List 
(HCL), 383 

hardware diagnosis, 15 

HCL (Hardware Compatibility 
List), 383 

HDSL (High Bit-Rate DSL), 
323, 324 

head-end, 326—328 

help command, FTP, 572 

hertz (Hz), 110 

heuristic scanning, 709 

hex keysets, 889 

HFC (hybrid fiber-coax), 327 

hierarchical file system, Linux, 489 

hierarchical topologies, 186—187 


High Bit-Rate DSL (HDSL), 
323, 324 


higher-layer switches, 279-280 


High-Performance File System 
(HPFS), 373 

High-Speed Token Ring 
(HSTR), 211 

hops, 283 

horizontal wiring, cable plants, 149 

host(s), 9, 77, 78 

host files, 536 

host names, 534 
unqualified, 569 

hosts file, 536 

hot swappable components, 723 

HPFS (High-Performance File 
System), 373 

HP-UX, 482 

HSTR (High-Speed Token 
Ring), 211 

HTML (Hypertext Markup 
Language), 556 

HTTP (Hypertext Transfer 
Protocol), 556-557 


HTTPS, 786 

hubs, 264—272 
adding to network, 681-682 
choosing, 272 
elements, 264—266 
installing, 271 
intelligent, 267, 270 
modular, 269—270 
passive, 267 
stackable, 268—269 
standalone, 267—268 


human resources. See networking 
professionals; security risks 
associated with people; 
staff people 

hybrid fiber-coax (HFC), 327 

Hypertext Markup Language 
(HTML), 556 


Hypertext Transfer Protocol 
(HTTP), 556-557 


l 
IBM data connectors, type 1, 878 
IBM host gateway, 286 


ICA (Independent Computing 
Architecture), 335 


ICANN (Internet Corporation 
for Assigned Names and 
Numbers), 76 

ICMP (Internet Control Message 
Protocol), 74 


IEEE. See Institute of Electrical 
and Electronics Engineers 
(IEEE) 


IEEE Computer Society, 22 
IEEE 802.3 frame, 205—207 
IEEE 802.3 SNAP frame, 208 
ifconfig utility, troubleshooting 
TCP/IP, 568 
IKE (Internet Key 
Exchange), 787 


IMAP (Internet Mail Access 
Protocol), 555-556 


implementation of networks. See 
network implementation 


incident report form, 885 
incremental backups, 737 


Independent Computing 
Architecture (ICA), 335 


indirect infrared transmission, 155 


Industry Standard Architecture 
(ISA), 241 


Information Technology 
Association of America, 22 


infrared transmission, 155 
i-nodes, 494 
installing 
cable, 151-154 
hubs, 271 
Linux, 496—500 
NetWare, 453—459 


network adapters. See installing 
network adapters 

network operating systems, 
400-403 

protocols. See installing protocols 

Windows 2000 Server, 404—410 


installing network adapters, 
249-261 


hardware installation, 249—253 
software installation, 253—261 
installing protocols, 90—92 


Windows 2000 Professional 
workstations, 91 


Windows 98 workstations, 92 
Institute of Electrical and 

Electronics Engineers (IEEE), 

37-38 

networking specifications, 52—53 

802.3 standard, 49 

standards, Physical layer of OSI 

Model, 40—41 


Integrated Services Digital 
Network (ISDN), 315-317 


integration, needs assessment, 


827-828 
integrity 
backups. See backup(s) 
definition, 702 
disaster recovery, 739 
fault tolerance. See fault tolerance 


guidelines for protecting 
network, 702-704 


viruses. See viruses 
integrity checking, 709 
intelligent hubs, 202, 267, 270 


International Organization for 
Standardization (ISO), 38 
International Telecommunication 
Union (ITU), 36, 38-39 
Internet, 7 
inability to connect, 642-643 


security risks associated with 
access to Internet, 764—765 


Internet Control Message 
Protocol (ICMP), 74 


Internet Corporation for 
Assigned Names and Numbers 
(ICANN), 76 


Internet gateway, 286 
Internet Key Exchange (IKE), 787 
Internet layer, TCP/IP, 70 


Internet Mail Access Protocol 
(IMAP), 555-556 


Internet Protocol (IP), 70-72 
addresses. See IP addresses 
IP datagrams, 70—71 
IPng, 549 
IPSec, 787—788 
IPv6, 524, 549-551 
spoofing, 764 
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Internet Protocol Security 
(IPSec), 787—788 


Internet services, 14 
Linux, 490 
internetworking, 70 
NetWare, 463—464 
UNIX, 503-504 
Windows 2000 Server, 416—417 
Internetwork Packet Exchange 
(IPX), 81-82 
IPX addresses, 85, 86 


Internetwork Packet 
Exchange/Sequenced Packet 
Exchange (IPX/SPX), 80-86 
addressing, 85—86 
core protocols, 81—84 
OSI Model compared, 81 

interrupt(s), 256 

interrupt requests (IRQs), 
256-259 

IntraNet Ware, 438 

intrusion detection, 703 

IP. See Internet Protocol (IP) 

IP addresses, 75, 520-522 
static, 78 
viewing current information, 

78-79 

ipconfig utility, troubleshooting 
TCP/IP, 565-566 

IP next generation ([Png), 549 

IPSec (Internet Protocol 
Security), 787—788 

IP spoofing, 764 

IP version 6 (IPv6), 524, 
549-551 

IPX (Internetwork Packet 
Exchange), 81-82 

IPX addresses, 85, 86 


IPX/SPX. See Internetwork 
Packet Exchange/Sequenced 
Packet Exchange (IPX/SPX) 
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IRQ(s) (interrupt requests), 
256-259 
IRQ numbers, 256—257 


ISA (Industry Standard 
Architecture), 241 


ISDN (Integrated Services 
Digital Network), 315-317 


ISO (International Organization 
for Standardization), 38 


ITU (International 
Telecommunication Union), 36, 


38-39 


J 

jabbers, 632 
jamming, 200 

job searches, 20—21 
jumpers, 252, 253 


K 


KDCs (key distribution centers), 
784-785 


Kerberos, 784-785 
kernel 
Linux, 488—489 
NetWare, 444-445 
kernel modules, Linux, 488 
key(s), encryption, 781-782 
key distribution centers (KDCs), 
784-785 


key management, 787 


key pairs, 783 


L 

LADP (Lightweight Directory 
Access Protocol), 399 

LAMs (Lobe Attachment 
Modules), 213 

LAN(s). See local area networks 
(LANs) 


LANalyzer, 633-634 

LAN Emulation (LANE), 218 
LAN gateway, 286 

late collisions, 632 

latency, 125 

Layer 2 Forwarding (L2F), 789 
Layer 3 switches, 280 

Layer 4 switches, 280 


Layer 2 Tunneling Protocol 
(L2TP), 789 


leadership abilities of networking 
professionals, 18 


leaf objects, 370, 450—451 


leasing DHCP. See Dynamic 
Host Configuration Protocol 
(DHCP) 


L2F (Layer 2 Forwarding), 789 
license tracking, 15 


Lightweight Directory Access 
Protocol (LADP), 399 


line noise, 715 
Linux, 483, 487—503 
commands, 491—495 


configuring for network 
administration, 500-503 


directory structure, 489 
file services, 490 
file structure, 489 
installing, 496—500 
Internet services, 490 
kernel, 488—489 
memory model, 488 
multiprocessing, 488 
processes, 490 

LLC (Logical Link Control) 
sublayer, 52 

Imhosts file, 536 

load balancing, 15 


Lobe Attachment Modules 
(LAMs), 213 


local accounts, Windows 2000 
Server, 411 

local area networks (LANs), 4, 5 
dial-up networking, 335-338 
remote connectivity. See remote 


connectivity; wide area 
networks (WANs) 
segments, 14 
WANs compared, 308-309 
local collisions, 631 
local computers, 2 
local loop, 317 
LocalTalk topology, 210 
logical connectivity, verifying, 
617-618 


Logical Link Control (LLC) 
sublayer, 52 


logical topologies, 197 
loopback addresses, 76 
loopback plugs, 261 

ls command, FTP, 572 


L2TP (Layer 2 Tunneling 
Protocol), 789 


M 

MAC addresses, 51, 85 

macros, warning of files 
containing, 710 

macro viruses, 706 

MAC (Media Access Control) 
sublayer, 51, 52—53 
MAC addresses, 51, 85 

MacTCP, 210 

magnetic extractors, 894 

mail services, 13 

MAN (s) (metropolitan area 
networks), 7 

managed hubs, 270 


management information bases 
(MIBs), 270 


management services, 14—15 
manual pages, Linux, 491—492 


MAUs. See media access units 
(MAUs); Multistation Access 
Units (MAUs) 


MCA (MicroChannel 
Architecture), 241—242 


MCSE (Microsoft Certified 
Systems Engineer), 19 


media, 11, 123-145 
atmospheric, 154-156 
choosing, 156—157 
coaxial cable. See coaxial cable 
connectors, 125 
cost, 124 
fiber-optic cable. See fiber- 

optic cable 
noise immunity, 126 
size and scalability, 124—125 
throughput, 123-124 
twisted-pair cable. See twisted- 
pair (TP) cable 

Media Access Control (MAC) 
sublayer, 51, 52-53 
MAC addresses, 51, 85 

media access units (MAUs), 129 

media filters, 214 

member servers, 394 

memory 
cost of chips, 444 
management, 378-379 
physical, 378 
virtual, 379 

memory models 
Linux, 488 
NetWare, 443-444 


Windows 2000 Server, 385-386 


memory range, 259—260 
mesh topologies, 191—192 


fault tolerance, 719 


mesh WAN topologies, 195—196 


message switching, 198 

metropolitan area networks 
(MANS), 7 

mget command, FTP, 572 


MIBs (management information 


bases), 270 


MicroChannel Architecture 
(MCA), 241-242 

Microsoft Certified Systems 
Engineer (MCSE), 19 

Microsoft Management Console 
(MMC), 382, 388-390 


adding administrative tools, 
389-390 


Microsoft Message Queueing 
(MSMQ), 45 


middleware, 366 
milestones in project plans, 813 
mirroring 
disks, 728 
servers, 724—726 
mkdir command, FTP, 572 


MMC (Microsoft Management 
Console), 382, 388-390 


modems, 113 

cable, 326-328 

DSL, 324, 325 

fiber-optic, 117 
modular hubs, 269—270 
modular routers, 281 
modulation, 113—114 
Monitor NLM, 445—446 
mput command, FTP, 572 


MSMQ (Microsoft Message 
Queueing), 45 

multicast addresses, 550 

multicasting, 523 

multimeters, 625—626 
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multimode fiber, 142 
multiplexers (muxs), 116, 321 
multiplexing, 116—117 
multiprocessing, 379-380 
Linux, 488 
NetWare, 443 
multiprotocol networks, 68 


Multistation Access Units 
(MAUs), 212-213 


multitasking, 379 


N 

Name Binding Protocol (NBP), 90 

name servers, 537—538 

namespace, 397—398, 540-541 

naming conventions, Active 
Directory, 397—400 

narrowband technology, 156 

NAS. See Network Access Server 
(NAS); network attached 
storage (NAS) 

NAT (network address transla- 
tion), 530-531 

NBP (Name Binding Protocol), 90 


nbtstat utility, troubleshooting 
TCP/IP, 562-563 


n connectors (n-series connectors), 


130, 878 


NCP (NetWare Core 
Protocol), 84 


NDS (NetWare Directory 
Services), 448—453 


trees, 449, 451 
NDS eDirectory, 463 
NDS trees, 449, 451 
needs assessment, 823—829 
availability requirements, 
826-827 
integration and scalability 
requirements, 827-828 
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performance requirements, 825 
security requirements, 828-829 
user requirements, 824-825 


negative frame sequence 
checks, 632 
Net+ (Network+), 19 
certification examination. See 
Network+ certification 
examination 


NetBEUI (NetBIOS Enhanced 
User Interface), 86—87 


OSI Model compared, 87 
NetBIOS (Network Basic Input 

Output System), 86-88 

addressing, 87—88 

OSI Model compared, 87 

viewing NetBIOS name, 88 


NetBIOS Enhanced User 
Interface. See NetBEUI 
(NetBIOS Enhanced User 
Interface) 


NetMon (Network Monitor), 
632-633 


netstat utility, troubleshooting 
TCP/IP, 560-561 


NetWare, 437—467 
advantages, 439-441 
block suballocation, 447—448 
console operations, 445—446 
file compression, 447 
file system, 446—447 


hardware requirements, 


441-442 
installing, 453-459 
internetworking, 463—464 
kernel, 444—445 
memory model, 443-444 
multiprocessing, 443 
NDS, 448-453 


NetWare Administrator Utility 
(NMAdmin), 459-463 


overview, 438—439 
versions, 438 


NetWare Administrator utility 
NWAdmin), 452, 459—463 


NetWare Core Protocol 
NCP), 84 


NetWare Directory Services 
NDS), 448-453 


trees, 449, 451 


NetWare loadable modules 
NLMs), 442, 445—446 


network(s) 


advantages, 2 
definition, 1 
Network+ (Nett), 19 
Network Access Server (NAS), 12 
network adapters, 8—9, 240-262 
choosing, 261-262 


installing. See installing network 
adapters 
types, 241-249 
network address translation 
(NAT), 530-531 
network analyzers, 634—635 
Network and Systems 
Professionals Association, 22 
network architects, 39 


network attached storage (NAS), 
730-732 


Network Basic Input Output 
System. See NetBIOS (Network 
Basic Input Output System) 


Network+ certification 
examination 


objectives, 845-852 
practice exam, 853-875 
network classes, 522—524 


network design, security risks 
associated with, 761-762, 
772-779 


Network File System (NFS), 
Linux, 490 


network implementation, 


820-831 


assessing needs and requirements, 


823-829 
baselining, 822-823 
determining project 
feasibility, 821 
pilot networks, 829-830 
setting project goals, 821—822 
steps, 820-821 
user preparation, 830-831 
networking for job searches, 21 
networking forms, 879-886 
networking professionals, 15—22 
certification, 18-19 
job search, 20—21 
professional associations, 21—22 
soft skills, 17-18 
technical skills, 16—17 
networking specifications, IEEE, 
52-53 
networking standards 
organizations, 36—39 
networking trends 
researching, 687 
technology, 686—687 
network interface cards (NICs). 
See network adapters 
Network Interface layer, 
TCP/IP, 70 
network layer addresses, 51 
Network layer of OSI Model, 
42-43 
network monitor(s), 631-634 
Network Monitor (NetMon), 
632-633 


Network News Transport 
Protocol (NNTP), 574 


network operating systems, 4, 9, 
359-380. See also NetWare; 
UNIX; Windows 2000 Server 


authentication, 779—780 


client/server communication, 


364-367 
directories, 369—370 
file systems, 371-373 
groups, 367—368 
installing, 360-361, 400—403 
internetworking, 416—417 
memory management, 378-379 
multiprocessing, 379-380 
multitasking, 379 
selecting, 361-362 
servers, 362—363 
sharing applications, 373-375 
sharing printers, 375-378 
upgrades, 675—679 
users, 367, 368 


Network Professional 
Association, 22 


network resources, 2 
network security checklist, 886 


Network Termination 1 (NT1) 
devices, 316 

Network Termination 2 (NT2) 
devices, 317 

Network Time Protocol 
(NTP), 557 

network transport systems, 197 

network viruses, 707 

newsgroups, TCP/IP, 574 

newspapers, job searches using, 
20-21 

New Technology File System 
(NTFS), 386-387 


NES (Network File System), 
Linux, 490 


NICs (network interface cards). 
See network adapters 


NLMs (NetWare loadable 
modules), 442, 445—446 


NNTP (Network News 
Transport Protocol), 574 
nodes, 9, 118 
noise, 121—122, 715 
analog versus digital transmis- 
sion, 112 
media immunity, 126 
notifying others of changes, 
646—647 
Novel Proprietary 802.3 frame, 
207 
n-series connectors 
(n connectors), 130, 878 
nslookup utility, troubleshooting 
TCP/IP, 563-564 
NT1 (Network Termination 1) 
devices, 316 
NT2 (Network Termination 2) 
devices, 316 
NTFS (New Technology File 
System), 386-387 
NTP (Network Time 
Protocol), 557 
NWAdmin (NetWare 
Administrator utility), 452, 
459-463 


O 

object(s), 369 

object classes, Active Directory 
schemas, 391 


OC (Optical Carrier) levels, 
SONET rings, 329-330 


octets, 75—76 

converting to binary numbers, 77 
ohmmeters, 625 
1 Gigabit Ethernet, 204 
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100BaseT4 specification, 140 
100BaseT standard, 139—140 
100BaseTX specification, 139—140 
100BaseVG standard, 140 
100VG-AnyLAN standard, 140 
online backups, 736 

online UPSs, 716 

open command, FTP, 572 

The Open Group, 481 


Open Shortest Path First (OSPF) 
protocol, 284 


open source software, 483 
open source UNIX, 483—484 


Open Systems Interconnection 
(OSI) Model, 39-45 


addressing through layers, 51 

AppleTalk compared, 89—90 

Application layer, 45, 360 

communication between two 
systems, 46—48 


Data Link layer, 41—42 
frame specifications, 48—50 
IPX/SPX compared, 81 
NetBIOS and NetBEUI 
compared, 87 
Network layer, 42—43 
Physical layer, 40—41, 636-639 
Presentation layer, 44—45 
Session layer, 44 
TCP/IP compared, 69-70 
Transport layer, 43—44 


operating systems. See 
NetWare; network operating 
systems; UNIX 


See Windows 2000 Server 


Optical Carrier (OC) levels, 
SONET rings, 329-330 


optical loss, 144 


optical time domain reflectors 


(OTDRs), 630 
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oral communications by 
networking professionals, 18 


Orange Book certification, 485 

organizational units (OUs) 
Active Directory, 394-395 
NetWare, 449—451 


OSI Model. See Open Systems 
Interconnection (OSI) Model 


OSPF (Open Shortest Path First) 
protocol, 284 


OTDRs (optical time domain 
reflectors), 630 


OUs. See organizational 
units (OUs) 
overhead, 112-113 


owners of tasks, 813 


P 


packet-filtering firewalls, 773 


Packet Internet Groper (PING), 
569-570 


packet switching, 198-199, 
313-315 


padding, 205 
page files, 379 
paging, 379 
parallel backbones, 190-191 
parallel port network adapters, 245 
parity, 729 

distributed, 730 

parity error checking, 729 
passive hubs, 267 
password(s), 769—770 


Password Restrictions dialog 
box, 462 


patch(es), 671—673 

patch cables, 149 

patch panels, cable plants, 148 
PC Cards, 243-244 


PCI (Peripheral Component 
Interconnect), 242 


PCMCIA (Personal Computer 
Memory Card International 
Association) interfaces, 243—244 

PC-to-PC VoIP, 576 

PC-to-phone VoIP, 576 

peer-to-peer topologies, 2-3, 

7, 193 

people. See networking profes- 
sionals; security risks associated 
with people; staff people 

performance requirements, needs 
assessment, 825 


Peripheral Component 
Interconnect (PCI), 242 


permanent virtual circuits 


(PVCs), 314 


Personal Computer Memory 
Card International Association 
(PCMCIA) interfaces, 243—244 

PGP (Pretty Good Privacy), 786 

phase of analog signals, 110 

phone-to-phone VoIP, 575-576 

physical connectivity, verifying, 
613-617 

Physical layer 
networking standards, 145—146 
OSI Model, 40-41, 636-639 


problems and symptoms, 
636-639 


physical memory, 378 


physical plant changes. See hard- 
ware and physical plant changes 


physical security, 770-772 
physical topologies 
hybrid, 184-187 
simple, 178-183 
pilot networks, 829-830 


PING (Packet Internet Groper), 
569-570 


pinging, 569 


pipe (|), Linux commands, 491 


pipelines, 491 

plain old telephone service 
(POTS), 310 

plenum, 154 

pliers, 888 

pocket flashlights, 890 

point of presence (POP), 
311-312 


Point-to-Point Protocol (PPP), 
338-339 

point-to-point transmission, 118 

Point-to-Point Tunneling 
Protocol (PPTP), 789 

polymorphic viruses, 708 

POP. See point of presence 
(POP); Post Office Protocol 
(POP) 

ports, 72-73 
TCP/IP, 531-533 


Post Office Protocol (POP), 
554-555 


POTS (plain old telephone 
service), 310 
power, fault tolerance, 714-718 
PPP (Point-to-Point Protocol), 
338-339 
PPTP (Point-to-Point Tunneling 
Protocol), 789 
precision knives, 891 
predecessors in project plans, 811 
preemptive multitasking, 379 
Presentation layer of OSI Model, 
44-45 
Pretty Good Privacy (PGP), 786 
Primary Rate Interface (PRI), 
315, 316-317 
principals, Kerberos, 785 
printer(s) 
adding to network, 681 
misbehaving, 641—642 
sharing, 375-378 


printer network adapters, 248 
printer queues, 377 
print services, 12 
private key encryption, 782 
processes, 379 

Linux, 490 

project management, 816-817 
process management, 816 
professional associations, 21—22 


Program Files Properties dialog 
box, 413—414 

project management, 810—820 
communications, 815 
contingency planning, 817-818 
funding, 814-815 
processes, 816—817 
project participants, 813-814 
project plan, 810-813 
testing and evaluation, 818—820 

project participants, 813-814 

project plans, 810-813 

promiscuous mode, 631 

proprietary UNIX, 482-483 

protected mode, 444 

protocol(s), 10, 67—93. See also 
AppleTalk; Internetwork Packet 
Exchange/Sequenced Packet 
Exchange (IPX/SPX); 
NetBEUI (NetBIOS Enhanced 
User Interface); NetBIOS 
(Network Basic Input Output 
System); TCP/IP (Transmission 
Control Protocol/Internet 
Protocol) 


connectionless, 72 
connection-oriented, 72 
installing. See installing protocols 
multiprotocol networks, 68 
routing, 283—285 


security risks associated with, 
763-764 


protocol analyzers, 634—635 
proxy servers, 775—776 
proxy services, 775 


PSTN. See Public Switched 
Telephone Network (PSTN) 


public key encryption, 782-784 

public-key servers, 782-783 

Public Switched Telephone 
Network (PSTN), 310-312 
DSL connectivity, 324—326 
reliability, 331 

punch-down blocks, cable 
plants, 148 

punch-down block tools, 892 

put command, FTP, 572 


PVCs (permanent virtual 
circuits), 314 


Q 
quality of service (QoS), 218 
quit command, FTP, 572 


R 

radiofrequency interference 
(RFI), 121 

radiofrequency (RF) transmission, 
155-156 

RADIUS (Remote 
Authentication Dial-In User 
Service), 778-779 

RAID. See Redundant Array of 
Independent Disks (RAID) 

RARP (Reverse Address 
Resolution Protocol), 553 

RAS (Remote Access Server), 
12, 335 

RDN (relative distinguished 
name), 399 


real-time implementations of 
UNIX, 482 
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reassembly, 43 

redirector, 364 

redundancy, 703 
fault tolerance, 714, 719-720 
hard disks, 713 


Redundant Array of Independent 
Disks (RAID), 713, 727-730 


disk mirroring, 728 
disk striping, 727—728, 729-730 
regeneration, 122—123 


relative distinguished name 
(RDN), 399 


releasing TCP/IP settings, 
545-547 


remote access, 334, 776-779 
dial-up networking, 777-779 
remote control, 777 

remote access server(s), 13 


Remote Access Server (RAS), 
12, 335 


Remote Authentication Dial-In 
User Service (RADIUS), 
778-779 


remote computers, 2 
remote connectivity, 333-339 
dial-up networking, 335-338 
methods, 334 
PPP, 338-339 
SLIP, 338-339 
remote control, 334, 777 
remote nodes, 334 
remote users, 12 
repeaters, 122—123, 263 
replication, copying data to 
multiple domain controllers, 394 
resistance, electrical, 625 
resolvers, 537 
resource(s). See also memory 
project plans, 813 
system, managing, 378-380 
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resource records, 540—541 
restoring, 15 


Reverse Address Resolution 
Protocol (RARP), 553 


reversing changes in hardware, 685 
reversing software upgrades, 679 


RFI (radiofrequency inter- 
ference), 121 


RF (radiofrequency) transmission, 
155-156 


rights, establishing for Windows 
2000 Server, 414—415 


ring topologies, 181—182 
ring WAN topologies, 193-194 
RIP (Routing Information 
Protocol), 284 
risers, cable plants, 148 
Ritchie, Dennis, 480—481 
RJ-11 connectors, 878 
RJ-45 connectors, 878 
root, definition, 758 
root domains, 395 
root servers, 540 
routers, 43, 280—285 
adding to network, 682 
bridge (brouters), 285 
features and functions, 280—283 
modular, 281 
protocols, 283—285 
routing switches, 285 
‘T-carriers, 321—322 
Routing Information Protocol 
(RIP), 284 
routing protocols, 283-285 
routing switches, 280, 285 


RTMP (Routing Table 
Maintenance Protocol), 90 


runts, 278, 632 


S 

sags, 715 

Samba, 485 

SANs (storage area networks), 
732-733 

SAP (Service Advertising 
Protocol), 84 

SAPs (Service Access Points), 206 

scalability, needs assessment, 
827-828 

SC connectors, 878 


schemas, Active Directory, 
390-391 


screening firewalls, 773 
screwdrivers, 889 


SDH (Synchronous Digital 
Hierarchy), 329 
SDSL (Symmetric [Single-Line] 
Bit-Rate DSL), 323, 324 
Secure Sockets Layer (SSL), 
786-787 
security, 757—792 
audits, 758-759 
groups, 368 
needs assessment, 828-829 
network security checklist, 886 
risks. See security risks associated 
with hardware and network 
design; security risks associated 
with Internet access; security 
risks associated with people; 
security risks associated with 
protocols and software 


terminology, 758 

VPNs, 787-789 

WANs, 332 
security audits, 15, 758-759 
security policies, 765-769 

content, 767—768 

goals, 765—767 

response policy, 768-769 


security risks associated with 
hardware and network design, 
761-762 


firewalls, 772-776 
remote access, 776—779 


security risks associated with 
Internet access, 764—765 
security risks associated with 
people, 760-761 
effective security policies, 
765-769 
passwords, 769-770 


security risks associated with 
protocols and software, 763—764 


encryption. See encryption 


network operating system 
authentication, 779-780 


segment(s), LANs, 14 

segmentation, 43 

self-healing, 329 

sequencing, 43 

Sequential Packet Exchange 
(SPX), 83-84 

serial backbones, 188 


Serial Line Internet Protocol 
(SLIP), 338-339 


server(s), 4, 8 
access, 13 
adding to network, 682 
communications, 12—13 
definition, 361 
fault tolerance, 724—727 
file, 12 


hardware requirements. See 
hardware 


network operating systems, 


362-363 
public-key, 782-783 
root, 540 
server-based networks, 4, 7 


elements, 8—11 


server clustering, 726—727 


server console, NetWare, 
445-446 


server_hello messages, 787 
server installation checklists 
Linux, 882 
NetWare, 881 
Windows 2000, 880 
server mirroring, 724-726 
service(s), 12—15 
Service Access Points (SAPs), 206 
Service Advertising Protocol 
(SAP), 84 
service packs, 672 
session(s), 44 
session keys, 785 
Session layer, OSI Model, 44 
shared Ethernet, 203 
sharing 
applications, 373-375 
printers, 375-378 
sheath of coaxial cable, 127 
shells, 491 


shielded twisted-pair (STP) cable, 
130-141, 135 


signal bounce, 133 
signal levels, T-carriers, 318-319 
signature scanning, 709 


simple installation, NetWare, 455, 
456-459 


Simple Mail Transfer Protocol 
(SMTP), 75, 554 


Simple Network Management 
Protocol (SNMP), 75 


simplex transmission, 114 
Single-Line Bit-Rate DSL 
(SDSL), 323, 324 
single-mode fiber, 142 
single point of failure, 267 


site licenses, 373 


SLIP (Serial Line Internet 
Protocol), 338-339 


SMTP (Simple Mail Transfer 
Protocol), 75, 554 


sneakernet, 2 
sniffer(s), 634—635 
Sniffer Portable, 634 


SNMP (Simple Network 
Management Protocol), 75 


social engineering, 760 
sockets, 531 


soft skills of networking 
professionals, 17—18 


software 
antivirus, 708—710 
changes. See software changes 
distribution, 15 
flavors, 483 


network adapter, installing, 
253-261 


open source, 483 


security risks associated with, 
763-764 


troubleshooting network 
problems, 630-635 


software changes, 670-679 
application upgrades, 674—675 
client upgrades, 673-674 


network operating system 
upgrades, 675—679 


patches, 671—673 
reversing upgrades, 679 
Solaris, 482 
soldering irons, 888 


SONET (Synchronous Optical 
Network), 328-330 


fault tolerance, 720 
source code, 481 
source-route bridging, 275 


spanning tree algorithms, 275 
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sponsors of projects, 814 
spread spectrum technology, 156 


SPX (Sequential Packet 
Exchange), 83-84 


SSL (Secure Sockets Layer), 
786-787 


SSL sessions, 786 
stackable hubs, 268—269 


staff people. See also networking 
professionals 


project participants, 813-814 

troubleshooting, 639—640 
stakeholders for projects, 814 
standalone computers, 2 
standalone hubs, 267—268 
standards, 36 

IEEE, 40-41, 49 

networking standards 

organizations, 36—39 

Physical layer, 145—146 
standby UPSs, 716 
star topologies, 182—183 

star WAN topologies, 194—195 


star-wired bus topologies, 
184-185 


star-wired ring topologies, 184 
static addresses, 521 

IP addresses, 78 
static ARP table entries, 568 
static routing, 282 
statistical multiplexing, 116-117 
ST connectors, 878 


storage area networks (SANs), 
732-733 


store and forward mode, 278 


STP (shielded twisted-pair) cable, 
130-141, 135 


straight-through cables, 153 
subchannels, 116 
subnet(s), 70 
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subnet masks, 525 
subnetting, 524-528 
supported services lists, 623 
surges, 714 


SVCs (switched virtual 
circuits), 314 


swap files, 379 
swapping equipment for 
troubleshooting, 643—644 
switch(es), 275—280 
adding to network, 682 
creating VLANs, 278-279 
cut-through mode, 277—278 
higher-layer, 279-280 
network monitoring, 635 
store and forward mode, 278 
switched Ethernet, 203 
switched virtual circuits 
(SVCs), 314 
switching, 197—199 
Token Ring networks, 214 


symmetrical technology, 
DSL, 323 


Symmetric Bit-Rate DSL 
(SDSL), 323, 324 


symmetric encryption, 783 

symmetric multiprocessing, 380 

Synchronous Digital Hierarchy 
(SDH), 329 

Synchronous Optical Network 
(SONET). See SONET 


(Synchronous Optical Network) 


synchronous transmission, 


338—339 
System V, 481 


T 
TA(s) (terminal adapters), 316 
TACACS (Terminal Access 


Controller Access Control 
System), 779 


Network+ Guide to Networks 


tape backups, 734-736 

Tarantella, Inc., 481 

task breakdowns in project 
plans, 811 

T-carriers, 317—322 
connectivity, 320—322 
types, 318-320 

T1 circuits, 318, 319—320 

T3 circuits, 318, 319—320 

TCP (Transmission Control 
Protocol), 72-73 

TCP/IP (Transmission Control 
Protocol/Internet Protocol), 
69-80, 519-582 
addressing. See TCP/IP 

addressing 


Application layer protocols, 
74-75 

BOOTP 541-542, 544 

classes, 75—76 

core protocols, 70—74 


DHCP. See Dynamic Host 
Configuration Protocol 
(DHCP) 


dial-up connections, 337 


DNS. See Domain Name 
System (DNS) 


domain names, 534—535 
e-commerce, 574—575 
e-mail, 570 

FTP, 570-573 

gateways, 529-530 
gopher, 574 

host files, 536 

host names, 534 

NAT, 530-531 

network classes, 522—524 
newsgroups, 574 

OSI Model compared, 69-70 
ports, 531-533 

sockets, 531 


subnetting, 524-528 


subprotocols. See TCP/IP 
subprotocols 


TFTP, 573 


troubleshooting. See 
troubleshooting TCP/IP 


VoIP, 575-578 
WINS, 547-549 


World Wide Web application, 
569-570 


TCP/IP addressing, 75—80 


IP addressing, 520-522, 
549-551 


TCP/IP subprotocols, 551—557 
HTTP, 556-557 
IMAP, 555-556 
NTP, 557 
overview, 552 
POP, 554-555 
RARP, 553 
SMTP, 554 

TCP segment, 72-73 

TDM (time division 
multiplexing), 116 

TDRs (time domain 
reflectors), 630 

TE (terminal equipment), 316 


teamwork by networking 
professionals, 18 


technical support contacts 
form, 884 


telecommunications closets in 


cable plants, 148 


Telecommunications Industry 
Association (TIA), 134 


teleconnectors, 210 

Telnet, 74-75 

10Base5 Ethernet, 128-131 
10BaseF standard, 145 
10BaseFX standard, 145 
10BaseT standard, 138-139 


10 Gigabit Ethernet, 204 
terminal(s), 44 
Terminal Access Controller 


Access Control System 
(TACACS), 779 


terminal adapters (TAs), 316 
terminal equipment (TE), 316 


testing in project management, 


818-820 


TFTP (Trivial File Transfer 
Protocol), 573 


TGSs (ticket granting 
services), 785 


TGTs (ticket granting tickets), 785 


Thicknet (thickwire Ethernet), 
128-131 


thin clients, 366 
Thinnet (thin Ethernet), 131—133 
threads, 379-380 
3-tier architecture, 366 
throughput 

media, 123-124 

transmission, 119 
TIA (Telecommunications 

Industry Association), 134 
TIA/EIA 568 standard, 134 
ticket(s), Kerberos, 784—785 
ticket granting services 

(TGSs), 785 
ticket granting tickets (TGTs), 785 
tiered WAN topologies, 196—197 
time-dependence of viruses, 708 


time division multiplexing 
(TDM), 116 


time domain reflectors 
(TDRs), 630 


timelines in project plans, 812 
TLDs (top-level domains), 534 


TLS (Transport Layer 
Security), 787 
token(s), 46 


token passing, 181—182 
Token Ring media filters, 214 


Token Ring networks, 48, 
211-216 


design considerations, 216 
frames, 50, 214-215 
switching, 214 
tone generators, 624-625 
toolkits, 887-895 
top-level domains (TLDs), 534 
topologies, 9—10, 177-221, 309 
active, 182 
ATM, 217-218 
bus, 178-181 
daisy-chained, 185—186 
enterprise-wide, 187—192 
Ethernet. See Ethernet 
fault tolerance, 719-722 
FDDI, 216-217 
hierarchical, 186—187 
LocalTalk, 210 
logical, 197 
mesh. See mesh topologies 
peer-to-peer, 2-3, 7, 193 
physical. See physical topologies 
ring. See ring topologies 
star. See star topologies 
star-wired bus, 184—185 
star-wired ring, 184 
switching, 197—199 
Token Ring. See Token Ring 
networks 
WAN. See WAN topologies 
Torvalds, Linus, 484 
TP cable. See twisted-pair 
(TP) cable 


tracert (traceroute) command, 
troubleshooting TCP/IP, 
564-565 
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tracking changes and upgrades, 
666—670 


asset management, 669—670 
baselining, 666—669 
change management, 670 
traffic, 14 
transceivers, 129 
translational bridging, 275 
transmission, 108—123 


analog and digital signaling, 
108-113 

bandwidth, 119 
baseband, 120 
broadband, 120 
broadcast, 118 
data modulation, 113—114 
definition, 108 
downstream, 323 
flaws, 121-123 
full-duplex, 115, 116 
half-duplex, 115, 116 
infrared, 155 
media. See media 
multiplexing, 116-117 
point-to-point, 118 
radiofrequency, 155—156 
relationships between nodes, 118 
simplex, 114 
throughput, 119 
upstream, 323 

Transmission Control Protocol 
(TCP), 72-73 

Transmission Control 
Protocol/Internet Protocol. See 


TCP/IP (Transmission Control 
Protocol/Internet Protocol) 


transparent bridging, 274—275 
Transport layer 

OSI Model, 43-44 

TCP/IP, 70 
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Transport Layer Security 
(TLS), 787 


trees, 369—370 
Active Directory, 395 
NDS, 449, 451 


Trivial File Transfer Protocol 
(TFTP), 573 


Trojan horses, 704—705, 707 


troubleshooting network 
problems, 601—651 


documenting problems and 
solutions, 622—623 


establishing what has changed, 
610-611 

examples, 640—643 

hardware tools, 624—630 

identifying scope of problem, 
606-609 

identifying symptoms, 605—606 

implementing solutions, 
618-619 


notifying others of changes, 
646-647 

physical layer problems and 
symptoms, 636—639 

preventing future problems, 647 


recognizing potential effects of 
solutions, 620—622 


re-creating problems, 612—613 
reversing changes, 611 
scope-based (chronological), 609 
software tools, 630—635 

staff participation, 639-640 
steps, 602—605 

swapping equipment, 643-644 
testing solutions, 619-620 
universal problems, 607 

vendor information, 644—646 


verifying logical connectivity, 
617-618 
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verifying physical connectivity, 
613-617 


verifying user competency, 
611-612 


troubleshooting TCP/IP, 
557-568 


ARP, 558 

ifconfig utility, 568 
ipconfig utility, 565-566 
nbtstat utility, 562—563 
netstat utility, 560-561 
nslookup utility, 563-564 
PING, 559-560 


tracert (traceroute) command, 


564-565 

winipcfg utility, 566—567 

trust relationships, Active 
Directory, 396-397 

tunneling, 788 

tweezers, 895 

twisted-pair (TP) cable, 133-141 
shielded, 135, 140-141 
unshielded, 135—141 

twist ratio, 134 


two-way transitive trust 
relationships, 396 


typeful notation, 451 
type 1 IBM connectors, 213 
typeless notation, 451 


UDF (Universal Disk Format), 386 


UDP (User Datagram 
Protocol), 74 


unicast addresses, 550 

uninterruptible power supplies 
(UPSs), 715-718 

Universal Disk Format (UDF), 386 


universal groups, 413 


Universal Resource Locators 
(URLs), 559 


universal serial bus (USB) 
connectors, 878 


universal serial bus (USB) ports, 
244-245 


UNIX, 479-505 
advantages, 484—485 


hardware requirements, 


486—487 
history, 480—482 
internetworking, 503—504 
Linux. See Linux 
open source, 483—484 
proprietary, 482—483 
real-time implementations, 482 
unqualified host names, 569 
unshielded twisted-pair (UTP) 
cable, 135-141 
unstructured cabling, 146—147 
upgrades 
backbone, 684—685 
cabling, 683 
software. See software changes 
UPN (user principal name), 399 
UPN suffix, 399 
UPSs (uninterruptible power 
supplies), 715-718 
upstream data transmission, 323 


URLs (Universal Resource 
Locators), 559 


USB (universal serial bus) 
connectors, 878 


USB (universal serial bus) ports, 
244-245 


user(s), 8 


adding to Linux systems, 
501-502 


establishing for Windows 2000 
Server, 411—413 


groups, 367—368 


needs assessment, 824—825 


network operating systems, 
367, 368 

preparing, 830-831 

remote, 12 

verifying competency, 611-612 
user account creation form, 883 
User Datagram Protocol 

(UDP), 74 
user principal name (UPN), 399 


UTP (unshielded twisted-pair) 
cable, 135-141 


V 

VA(s) (volt-amps), 717 

vacuums, 895 

vampire taps, 128—129 

vaults, 734 

VDSL (Very High Bit-Rate 
DSL), 323, 324 


vendor information for 
troubleshooting, 644—646 


Very High Bit-Rate DSL 
(VDSL), 323, 324 


viewing 
IPX addresses, 86 
NetBIOS name, 88 

virtual circuits, 218 

virtual local area networks 
(VLAN), creating using switches, 
278-279 

virtual memory, 379 


virtual private networks (VPNs), 
332-333 


fault tolerance, 722 
security, 787—789 

viruses, 704—712 
characteristics, 708 
protection against, 708-712 
types, 705-707 


virus hoaxes, 712 


VLANs (virtual local area 
networks), creating using 
switches, 278-279 


Voice over IP (VoIP), 575-578 
VoIP (Voice over IP), 575-578 
volt(s), 108 

voltage, 108 

volt-amps (VAs), 717 
voltmeters, 625 


VPNs. See virtual private 
networks (VPNs) 


W 


WAN (s). See wide area networks 
(WANS) 


WAN links, 308 
WAN topologies, 192-197 
mesh, 195-196 
peer-to-peer, 193 
ring, 193-194 
star, 194-195 
tiered, 196—197 
warranties, adding hardware, 683 
wavelength division multiplexing 
(WDM), 117 
wavelength of analog signals, 110 


WDM (wavelength division 
multiplexing), 117 

Web, job searches on, 20 

Web (World Wide Web; WWW), 
TCP/IP, 569-570 

Webcasting, 118 

Web interfaces, remote 
connectivity, 334 

well-known ports, 532 

wide area networks (WANS), 
7, 8, 307-333 
cable, 326—328 
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DSL. See digital subscriber 
line (DSL) 

frame relay, 313-315 

ISDN, 315-317 

LANS compared, 308-309 

need for, 309-310 

PSTN, 310-312 

reliability, 331-332 

security, 332 

SONET, 328-330 

speed, 330-331 

T-carriers. See T-carriers 

topologies. See WAN topologies 

VPNs, 332-333 

X.25, 313-315 


Windows Internet Naming 
Service (WINS), 547-549 


Windows 2000 Professional 
workstations, installing 
protocols, 91 


Windows 2000 Server, 381—400 


Active Directory. See Active 
Directory 


advantages, 382-383 
configuring, 410—415 
file systems, 386-387 


hardware requirements, 


383-384 
installing, 404—410 
memory model, 385-386 
MMC, 388-390 


Windows 98 workstations, 
installing protocols, 92 

Winipcfg dialog box, 566-567 

winipcfg utility, troubleshooting 
TCP/IP, 566-567 


WINS (Windows Internet 
Naming Service), 547—549 


wire, 126 


wire cutters, 890 
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wireless network adapters, 
245-246 

wiring, T-carriers, 320 

Women in Technology 
International, 22 

work areas of cable plants, 149 

workgroups, Active Directory, 392 

workstations, 4, 8 
adding to network, 681 


World Wide Web (Web; WWW), 
TCP/IP, 569-570 

worms, 707 

written communications by 
networking professionals, 18 

WWW (Web; World Wide Web), 
TCP/IP, 569-570 


xX 
xDSL, 323 
X.25 technology, 313—315 


Z 


Zone Information Protocol 
(ZIP), 90 


